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NIC’s role: an impartial and expert voice

* Expert advice to government on long term infrastructure
challenges - focused on next thirty years

* Energy, transport, water and wastewater, waste, flooding and
digital communications
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NIC view on resilience
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The imperative for better infrastructure resilience

Transformational changes provide
Continuing changes to infrastructure both challenges and opportunities
systems impact resilience
* ‘Re-engineering’ infrastructure,
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* Increasing electrification and
digitalisation result in widespread
inter-dependencies between systems

Focus on minimising costs /
maximising ‘everyday’ performance
and short-term planning combine
with aging and deterioration for
some assets to limit ability to cope
with shocks and stresses

End users increasingly rely on
services but resilience is difficult to
communicate and people are
reluctant to pay extra for it

e.g. to meet ‘net zero’ and benefit
from new technologies, could
allow resilience improvements
but also presents risks

Infrastructure systems will need
to be able to cope with a range of
uncertain future across different
economic population and climate
scenarios

Increasing urban populations
mean sustained infrastructure
failures in cities are potentially
catastrophic, but ‘invisibility’ can
lead to complacency




The NIC’s resilience framework

ANTICIPATE RESIST ABSORB RECOVER ADAPT, TRANSFORM

o

SHOCK IMPACTING
INFRASTRUCTURE
SYSTEMS OVER TIME

= . @

ANTICIPATE RESIST ABSORB RECOVER ADAPT, TRANSFORM
Before any disruption, operators can Systems can resist shocks and Systems can absorb shocks and After the shock, actions Longer-term, systems may adapt
anticipate shocks and be prepared stresses to prevent an impact on stresses to minimise the impact help quickly restore or transform to be better
on services expected levels of service prepared next time

infrastructure services
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We often approach policy through standards ...

‘ 1. Customer outcome standards: the quality of service
( received by customers

//)l 2. System performance standards: how the systemis
expected to perform in certain circumstances

_.-_-_-. 3. Technical asset standards: tolerance to different risks /
LI events

5§ ]

A SR 4. Recovery standards: what is expected in the event of a

service failure, both restoration of service and support
services
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... because expectations of resilience are key

Helps inform he strategic case

v' Transparency: scrutiny and
expectation management

v" Reducing coordination

costs: single planning Needs g strong role for pqlicy :imd
assumption regulation to set overall direction

v’ Supporting testing: to * Big social and political chpices with
identify where action is trade offs — can’t be resilient to
needed everything

v Accountability: meeting * Risks are too high for the private sector
and paying for alone and spread beyond infrastructure

sectors

v’ Incentivising upgrades: - . .
show where improvements ~ * Resilienceis not properly valued in the

are needed market
* Markets focus on those who can pay
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Energy resilience: where are we
today?
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Starting in a largely positive place

Resilience is a high priority

for users GB customer interruptions and customer minutes lost

weighted average performance from 2001/02 to 2022/23
® @ Socialresearch

S0.00
.&. puts energy and
water top of 80.00
infrastructure 70.00
sectors 8 60.00
-E 50.00
Our energy system is 40.00
generally pretty resilient 000
NS IS E528S NN UENSS8RAR
S e
And energy compares quite —C1 —CML

well to other sectors:

Source: Ofgem: ED3 framework consultation
e general performance

wrona, | coverage of standards
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https://www.ofgem.gov.uk/sites/default/files/2024-11/ED3_Framework_Consultation.pdf

But the l[andscape is quite complicated ...

Some of the details are now out of date, but the general picture

A lot of different standards and remains the same

. . Governance hierarchy Prilrnary Leglsla:lor('v )
Civil Conti ies Act (200
a p p ro a C h e S - I e gl S l a tl O n ) C O d e S ) Qﬁt;]_a&:'_]c:aguezngcf:g (cng&), :‘an 4 Impact and adaption
H oy Resilience coordination Planning Act (2008) )
licence conditions, standards ... Soeliniis il || it oo secy s mrgncy s
National Security Council Sub Electricity Act (1989)
Committee on Threats, Hazards,
Resilience and Contingencies

|

|

|
With support from CCS and the National Security | | | _ _ o
Adviser, identifies cross-sectoral resilience gaps | Joint Select Committee on the National
|
|
|

Supporting organisations and tools

... soroles and responsibilities for
resilience are complicated too

eg supply chain issues and multi sector threats | Security Strategy

and defines cross sector risk appetite |« Provides scrutiny and examines the National
+ Coordinates response to cross-sector resilience ( Security Strategy

,-_____.___
.

gaps ) | e e e e e e - — =
NS e e s ¥ e s s s i i s i St Sy e | | A e R e e e e e Fe
( Advisory bodies and cross cutting Civil \I
. Sector resilience @ | Service functions |
TWO e Xa m p I e S Of t h l S ° : Civil Contingencies Secretariat (CCS), Cabinet Office |
L I Y O e e e e ™D |
l( Lead Government Departments (LGDs)* | | | centre for the Protection of National Infrastructure | |
o o (= Identify resilience gaps in BEIS } | (cPNi) |
® G I — the sector Ener, | 7 =
a S VS e e Ct rl c l ty n O : +  Identify critical assets . BEI;;%? : | National Cyber Security Centre (NCSC) :
*  Define sector level risk icati
e u iva I e n t to 1 i n 2 O e a k | appetite mﬂiﬂ_ | : Resilience and Emergencies Division, Ministry for |
q p = Coordinate sector action - DIt o | | Housing, Communities and Local Government |
demand day for electricit g e y
Y Y [ B ||
( watr ) || oo e )
__________________ | Tools and guidance
|
° ° ° ° ° Ract Cand : National Security Strategy and Strategic |
Y d b — ector, asset an Defence and Security Review (NSS and SDSR),
Tran Sm l SS I on VS IStrl Utl on service resilience @ | National Security Capability Review (NSCR) :
IL [
e e e e e i ™ National Security Risk Assessment (NSRA |
| Regulators | : |
| . -
d . t . . f t : «  Set guidelines and agree service levels { | Security Considerations Assessment (SCA) :
I S ru p I O n I n O rl I l e r’ S O e X p e C * :Manitoring of sector specific targets | Threat briefings and criticality guidance
|« Ensure customer views are accounted for and | | |
m O re re d u n d a n Cy L complaints addressed Jl | National Risk Register of Civil Emergencies :
Asset and : Climate Change Risk Assessment (CCRA) |
|
service resilience ‘@ : Sector Security and Resilience Plans (SSRPs) |
r _________________ = | Resilience Capabilities Programme (RCP) |
NATIONAL | Asset owners/operators I | :
| National Policy Statements and Statements of
INFRASTRUCTURE | = Deliver day-to-day security and resilience | ll Strategic Priorities |
COMMISSION e e ————— J
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... and long term needs are changing

* Vectors — increased reliance on electricity

* Generation technologies - different characteristics and
deployment of new technologies

* Decentralisation — more, smaller elements of the system
that interact — with much more ‘local’ participation

* Digitalisation — operational changes, but also an
increasing need to manage cyber security

* Climate change - need to adapt to a changing climate

Need to deal with these trends together

wiona.  Opportunities as well as risks for resilience
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Energy is also a big cascade challenge

Pilot modelling from Resilience Study

[ TElectricity+:>3 (5.87%)

— Water: >3 (0.1%) - .
DTele ms+:3(15.71%) ——Telecoms+:>3 (2.52%)
Electricity :No cascades (39.01%)

|:|Electricity+:2 (29.5%) '
Rail: >3 (6.64%) ]
—— Rail:3 (1.25%) ~ °

lecoms+:1 (59.97%)
— Water:3 (0.03%)

—— Water+Rail: >3 (0.15%)

Electricity:0 (Total events-18070) Water:2 (0.46%)

—Raikl (0.91%) — Water+Rail:2 (0.01%)
T Rail: 2 (4.44%) f‘ d H K

—— Water:1 (0.11%) Key In Ings.
—— Water+Rail:1 (0.01%)

* Alarge proportion of failures in electricity
networks lead to failures in other sectors

* A small but not insignificant number of

NATIONAL failures cascades go to 4" order and above
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Pace is the key challenge for policymakers

““pace not

perfection”

CB6 means that by 2035:

* fossil fuel use in land transport and heat must fall by 50-
60%

* fossil fuel use in industry must fall by 60-70%
Govt policy doesn’t add up to scale of change at this pace

Major infrastructure for CB6 needs to be in train in mid-
20205S

That means a higher risk appetite — ‘acceptable regrets’
Also more consideration of wider economic opportunity
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What does this mean for resilience
policy?
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What do we want from system change?

* What level of resilience do we want?

* Who is going to pay for it? And how?

* How do we maintain resilience during and following the
transition?

Need coordination, strategic direction and balancing of trade-offs

Part of the challenge is to focus on what is actually changing

Three examples ...
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1. Changing system composition: generation mix

Move to renewable generation changes how the system works and
what we need to do to maintain security of supply

MOl'e than iUSt Supply Figure 2.1: Longer shortfalls occur less frequently but require much more energy
. Number and size of shortfalls in an illustrative 2035 scenario
Generation technology
miX, but aISO the enabling EUp to oneday mUp to a fortnight mOver afortnight
. . 300 ! 50
infrastructure required pe
250 23 7 Twi *
2 40
How does this get paid 200 =g
. 14 e
for? Opex-heavy system to 8 W B
_ < 265 2 %
a capex-heavy system . ° g
.— 10
Communicating . i 5
uncertainty 2 Number of shortfalls ' ' Size of shortfalk 2
DOIng thls effeCtlver IS key Source: Commission analysis of Aurora Energy Research (2023), The role of system flexibility in achieving net zero (A)
INFRASTRUCTURE
COMMISSICN

16

Better infrastructure for all



2. Future demand: distribution security of supply

Not just about what future demand networks need to meet but how what but how
they doiit

Load is going to increase — planning as we do now could be expensive and the
benefits won’t be evenly spread

Average annual load related expenditure from 2015 to 2050

A changing system could s
nelp: o Srose
* better monitoring . o
* greater digital network 5 20 }i";ﬁa??é’fe'
capability and automation %
'—LZ-E £1.0

e smart device integration

Incorporating these could o -
oo I ,

lead to significant savings ...

Previous price control Current price control Forecast expenditure
. (average annual (average annual (average annual

Ve but hOW confldent do we over 8 years) over 5years) over 27 years)

need to be VS trad ltl Onal Sources: Commission analysis using Regen and EA Technology’s modelling and data from Department for Energy

approach) Security and Net Zero and Ofgem.
NATIONAL Note: This excludes non-load related expenditure. Forecasts have been uplifted for 132 kV load related
INFRASTRUCTURE expenditure using Department for Energy Security and Net Zero forecasts and for low voltage service cables load
COMMISSION related expenditure using Ofgem data.
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NATIONAL

3. Multiple challenges: incorporating adaptation

Tackling climate risks in some places — e.g. ETR138
on substation flooding — but it’s piecemeal

Limited understanding of cost of adaptation across
all infrastructure sectors

Need adaptation risk incorporating into general
asset risk — e.g. into NARM

How do we factor in interdependencies?
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Energy sector risk assessment

Risk or opportunity

England

Northem
Ireland

Scotland

i
S

Risks to infrastructure networks
(water, energy, transport, ICT)
from cascading failures (M)

Risks to infrastructure services
from river, surface water and
groundwater flooding (12)

Risks to infrastructure services from
coastal flooding and erosion (13)

Risks to bridges and pipelines
from flooding and erosion (14)

Risks to hydroelectric generation
from low or high river flows (I6)

Risks to subterranean and surface
infrastructure from subsidence (I7)

Risks to energy generation from
reduced water availability (I9)

Risks to energy from high
and low temperatures, high
winds, lightning (110)

Risks to offshore infrastructure
from storms and high waves (I11)

Risks and opportunities from
summer and winter household
energy demand (H&)

Source: CCRA energy brief

More action needed

Further investigation

Sustain current action

Maintain a watching brief
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https://www.ukclimaterisk.org/wp-content/uploads/2021/06/CCRA3-Briefing-Energy.pdf

What do these examples tell us?

Not exhaustive, but what might we want to think about?

 Implications for lots of different types of standards

* Need to think differently not just ask: ‘how do we keep things the
same?’

* Decisions interact
 Communication really matters
* There are opportunities here too

* Not just who pays but also when
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Dealing with interdependencies

Systems thinking — a willingness to think widely
and holistically

Data — collecting more and better data and
making it available

@ Collaboration — across disciplines,

organisations and sectors
NATIONAL

Responsibility and accountability — somebody
A needs to make decisions
INFRASTRUCTURE

COMMISSION
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Thank you!

Any questions?
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tom.hughes@nic.gov.uk
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